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«MuxkportecT» u Arbor Networks noBbicAT 6€30MacHOCTH ONIEPATOPOB CBSI3M U KPYNHBIX MPeANPHUATHI

Mocksa, 3 anpeas 2008 r. — Komnanust «MuKpoTecT», TUAEP POCCUNCKOIO pbIHKAa KOHCAITHHIA U
CUCTEeMHOM HWHTETpalld B YacTH pealu3aliy HauOoliee CIOXKHBIX MPOEKTOB, W KommaHus Arbor
Networks, Bemymmii MpOW3BOAUTENHh PEUICHHUM, HAMPABICHHBIX HA OOecCTieueHHe OC30MaCHOCTH M
B3aMMOJCHCTBHSI KPYMHEHIIMX MHUPOBBIX CETEH, OOBABIAIOT O 3aKIIOYEHUH MapTHEPCKOTrO
cornamrenus. [lomyyenue napraepckoro cratyca komnanuu Arbor Networks mozonut «MukporecT»
MIPEIOCTABIATH CBOUM KOPIIOPATUBHBIM 3aKa34MKaM CaMbleé COBPEMEHHBIE TEXHUUYECKHE PEIIECHUS JIs
oOecrieyeHHs OE30MACHOCTH CETH.

Kommanust Arbor Networks — omamH w3 MUPOBBIX JUACPOB B O0JACTH CETEBON O€30MaCHOCTH
MIPEJICTABISET HA POCCHUIICKOM pBIHKE JBE OCHOBHBIX JUHEHKU NpoaykToB: Arbor PeakFlow X u
Arbor PeakFlow SP. IlepBblii KOMIUIEKC pELICHHM, MpeAHA3HAYEHBIN JIsi KPYHHBIX M CPEIHUX
KOPIIOPATHBHBIX 3aKa3UMKOB, MO3BOJIAET OCYLIECTBISATh MOHHTOPHHT CETEBOrO TpaduKa, a TaKxKe
BBISBJIATh @aHOMAJIMH B KOPHOPATHBHOW BhIUMCIUTEIBHOW ceTu. Kpome storo, Arbor PeakFlow X
obecreynBaeT MOJTy4YeHHE IEJIOCTHOW KapTUHBI IUPKYIUPYIONIETO B KOPIOPATUBHON ceTH Tpaduka,
MO3BOJISICT Y3HATH KTO (KaKUe KOMITBIOTEPHI U MOJIB30BaTENN) U KaK (KaKue MPUIOKEHHUS) UCTIOIb3YeT
CETEeBBIC PECypChl, KOHTPOJIUPOBATH YTEUKYy WH(OPMAIMKA W3 KOMIIAHWUH, C TOJACPKKOW BEAYIINX
uHaycTpuanbHbiX ctanaaptoB (PCI, u ap). Bropas nureiika npoaykToB pazpaboTaHa Jjisi OnepaTopoB
CBSI3U M KpynHbIX npeanpustuil. Arbor PeakFlow SP mpenocraBnsier ¢pyHKunMOHAN 10 00HApPYKEHUIO
U TIPEJOTBPAILEHUIO CETEBBIX aHOMAJIHMM M paclpeiesieHHbIX aTak Kjlacca «0TKa3 B OOCITyKUBAaHUN
(DDoS - Distributed Denial of Service), a Takke OCyIIECTBISECT MOHHTOPUHT U ONTHUMHU3AIUIO
HCIIOJIb30BAaHUs PECYPCOB CETU Mepeaaun AaHHbIX Onepartopa cBsi3u win KpynmHOro KopnopaTUBHOTO
3aka3uuka.

CeroaHs pacnpe/iefieHHbIE aTaKH KJacca «0TKa3 B 0OCITY)KUBAHUW SIBISIFOTCS PEANbHON Yyrpo30id st
OTIepaTOPOB CBSI3U M WX KIKMEHTOB. ATakaM DDoS MoOryT OBITh MOABEpPXKEHBI KOMIAHHUH JTHOOOTO
Macitaba, He3aBUCHMO OT BUAA WX JIEATEILHOCTH M reorpaduyeckoro pacronoxenus. [Ipu stom
KOJMYECTBO MOJOOHBIX IEICHANPABICHHBIX aTaK 3a MOCJIEIHNUE TObl CYIIECTBEHHO YBEIHYUIOCh. B
HEKOTOPBIX CITydasx CyMMa yiiep0a OT TaKMX aTak JOCTUTalla HeCKOJIbKMX MHJUIMOHOB JOJUIapoB. B
TOXXe BpeMmsi, ucnonb3ys permenus Arbor PeakFlow SP u Arbor PeakFlow X, omepatopsl cBsi3u u
KOPITIOpAaTHBHBIC 3aKa3YUKH CMOTYT BOBPEMsI OOHApYXHTh W TMPEIOTBPATUTH YTEUYKY HH(MOpMAIIHH,
CETEeBBbIC aHOMAJIMU U paclipe/ielieHHble aTaku kiacca DDoS u nmpenoctaBuTh CBOMM COTPYJIHUKAM U
KITUCHTaM Ka4eCTBEHHBIC YCIYTH CBSI3H.

Pemenust Arbor PeakFlow SP B ceTu 3aka3zumka OCyIIeCTBIISIOT HEPEPHIBHOE U3yUEHHE CTATUCTHKH O
ceTeBOM TpaduKe W CHUTHUIM3UPYIOT TpH oOHapykeHun aHoMmasmu win DDoS-araku. Ilpu
MOCTYIUICHUH TAaKOT'O CHTHAJIa aKTHUBU3UPYETCS YCTPOMCTBO akTWBHOTrO mopamieHus (Arbor TMS),
KOTOpO€ AMHAMHUYECKH M3MEHSET MapLIPyTU3alMI0 B CETU TaKUM 00pa3oM, U4TO «TPSA3HBIIN» Tpaduk
npoxoauT uepe3 Hero. OuHMINEHHBIH HAa YCTPOWCTBE TMOJAABICHHUA TpadUK HaANpaBiseTcs IO
Ha3HA4YCHHUIO (KJIMEHT TOJIy4aeT «YHUCTHIA TpaduK»), a COCTABIAIONIAs aTaKh OT(HIBTPOBBIBACTCS.
Pemenue nerxko macmrabupyercst 10 ypOBHS HOJJAEPKKU ceTeil ¢ TpauKoM M0 HECKONBKHX COTEH
ruradar B CEKyKyHIY.

Komnanuss «Mukporect» sBigercss cepTuduuupoBaHHbiM mapTHepoM Arbor Networks 1o
nanpaBiieHusM PeakFlow SP u PeakFlow X, oGnamaeTr BBICOKOH AKCIEPTU30M U YCTCIIHBIM OTBITOM
peanu3ani MPOEKTOB B oOnacTu obOecneueHus: WHPOPMAIMOHHON O€30MacCHOCTH B MHTEpecax
BEAYIIUX POCCUUCKUX TEICKOMMYHHUKAIMOHHBIX KOMIIAHMH W KPYIHBIX POCCUUCKUX KOPHOpAIUH.
Komnanusi mnpuoOpena komiuiektsl oOopynoBanusi nuHeiiku PeakFlow SP u PeakFlow X,
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MO3BOJISIIOIINE  Pa3BEPThIBATh B HCMBITATEILHOW Ja0OpAaTOpPUM TOJHOIEHHBIE CHUCTEMBI 10
oOHapyxeHuo 1 nojasiennto DDoS-atak. Tak, B HACTOSIIMIT MOMEHT 3KCTIEPThl KOMIIAHUHU TIPOBOJSAT
TECTUPOBAHUE CUCTEMBI OOHapykeHUs W monaaBieHus DDoS-arak Ha 6aze pemennii PeakFlow SP u
PeakFlow X B ceTsiX BeIyIIHUX OMEPaTOPOB CBA3H U KOPIOPATUBHBIX 3aKa3UHUKOB.

«B ycrmoBusx OypHOTO pa3BUTHS KOMMYHHKauid WH(QOpMaMOHHAs OC30MaCHOCTh CTAHOBUTCS BCE
0osee BaXHBIM 3dneMeHToM U T-uHbpacTpyKTyphl pOCCUHCKHUX 3aKa34MKOB, — oTMeuaeT KoHcTaHTHH
AHHCHMOB, 3aMECTUTENIh T€HEPATBHOTO TUPEKTOpa KoMmmaHuu «Mukporect». — UToObl obOecreunTh
HEMpPEepPBIBHOCTh CBOEH NEATEIBHOCTH M TMPENOCTABICHUS YCIYT CBA3M KIMEHTAM HAllld 3aKa3uuKH
BHEIPSIFOT CaMble IEpPEIOBBIC TPOAYKTHI, Takue, Kak pemeHus kommaHuu Arbor Networks —
MPU3HAHHOTO MUPOBOTO MPOU3BOJIUTENSI CUCTEM OOHapyKeHUs aHoManuid u nonasineHuss DDoS-arak.
bnaromaps corpyanudectBy ¢ Arbor Networks ™Mbl CcMOXEM TNPEIJIOKUTH HAIIUM KJIUEHTaM
TEXHOJIOTHH o0ecrieueHns: UH(PpOopMaMoHHOM 0e30MacHOCTH, HAWTYYIIUM 00pa3oM COOTBETCTBYIOIIIEE
OCOOCHHOCTSIM WX Om3Heca, Oyab TO ONEpaTop CBS3M MU KOPIOPATHBHBIN 3aKa3duK. Mbl YBEpEHBI,
yto pemeHust Arbor Networks OyyT BocTpeOOBaHbBI HA POCCUHCKOM PBIHKE).

«Jlnst Hac odeHpb BakeH PoccHiicKkuii PIHOK U B CBOCH JIEATEIIBHOCTH MBI yJIesieM O0JIbIIIOe BHUMAHUE
MEePCTIIEKTUBHBIM POCCUIICKUM KOMITAHUSAM, KOTOPbIE 3aHUMAIOTCS UH()OPMALIMOHHOW 06€30MacHOCThIO,
- roBopurt ['epxapn IlImuar, nupexrop no npoxaaxkam B peruone EMEA kxomnanun Arbor Networks. -
MBI ¢ ONTUMH3MOM CMOTPUM Ha COTPYIHHUYECTBO C KOMIaHUEW «MHUKpPOTECT» U HAJIEEeMCsl, UTO OHO
OyJeT MaKCUMaJIbHO CIIOCOOCTBOBATH YJIyUILIEHHUIO Hallero OuzHeca B Poccumy.

Kommnanust Arbor Networks (http://www.arbornetworks.com/) obecrneunBaeT 6€30aCHOCTL M B3aUMOIEHCTBHE
KPYIHEHIINX 1 BAXKHEUIINX MUPOBBIX ceTell. Pemiennst Arbor ocHOBBIBaIOTCS Ha JJ0Ka3aBieil cBoo 3G dekTHBHOCTH
mwiathopme Peakflow, nHTENIIEKTYyaIbHOM TEXHOJIIOTHH COOPa JAHHBIX B PACIIPEIICIICHHBIX CETSIX, AHAIN3a, BBIIBICHUS
aHOMAJIHH, U TIPEAOTBpaIIeHus HapyeHuil. Peakflow mo3BossieT BUACTh COCTOSTHHE CETH B PEXKUME PEATHHOTO BPEMEHH,
JlaBasi BO3MOKHOCTh OpTraHM3aIUsIM 3alUIIATECS OT BUpYycoB, DDoS aTak, BHyTpEHHUX BTOPKCHUIA, U HECTAOMIEHOCTH
cereBoro Tpaduka ¥ MapuIpyTU3aNUOHHON HHPOPMAIIKH, & TAK K€ CErMEHTUPOBAThH U YKPEITUTh CETh B [IEJIOM OT
BO3MOXHBIX Oyaymux yrpo3. Peakflow ymeHbiaet moporocrosiiiee BpeMs I0CTYIa, U BO3MOXXHOCTh CTOPOHHETO J0CTYIIa
K KOH(UICHIMATEHBIM TAHHBIM.

Komnanust «Mukportect» (Www.microtest.ru), ocHoBanHast B 1990 roxy, BXomur B yucio kpynHedmmx MT-komnanuii
Poccun n 3aHMMaeT IUAMPYIOIIME MO3HUIMK Ha PHIHKE B YacTH pean3allid HanOoJee CIOXHBIX MPOeKTOB. OCHOBHBIMHU
HalpaBICHUSIMH JEATEIFHOCTH «MUKpPOTECT» SBISIFOTCS: pealn3anusl KOMIUIEKCHBIX KOHCAJITHHTOBBIX W MHTETPALMOHH-
BIX TIPOEKTOB, BHEAPEHHUE KOPIOPATHUBHBIX HH(MOPMALMOHHBIX CHCTEM, TocTpoeHne WT-nHppacTpykTypsl u
npodeccroHanbHasi CcepBUCHas mojanepkka. B kommanum paboraer okono 800 crneuumanucro, obnamarommx 1700
cepTu(uKaTaMH BEIYIINX MUPOBBIX BEHIOPOB, YTO MO3BOJSIET «MUKpPOTECT) pelIaTh 33/1a4u JII000r0 YPOBHS CI0KHOCTH.
Cpenn 3aka3umkoB kommaHuu - OAO «Poccuiickue sxenesnsie moporn», [lencwonssii ¢onx PO, MHC PO, 3A0
«Kommnanus TpaucTeneKom», MUC Poccun, THK-BP, OAO «Jlykoiin»y, OAO «CnaBHedTh-Meruonnedreras», bank
Poccun, Buemroproank, Paiidgaiizendank, ®K VYPAJICHUB, OOO «Toiiora Mortop», OAO KAMA3, OAO
«JIebensaHckuit» U 1p

3a nononHuTeNbHON HHpopManueii Bol MoxkeTe o0paTuThesl K AHactacum JleBuenko, PR-menemkepy koMnanun
«Muxpotect» mo TeJ. (495) 787-20-58 uau e-mail: Alevchenko@microtest.ru.
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